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ABSTRACT

Recently, user-driven privacy control technology, such as distributed ID management, has been gaining attention. However,
the existing blockchain-based access control studies have not provided a sufficient level of privacy control method to usets.
This paper proposes a method that combines permissioned blockchain technology and a recent privacy control standard. To
allow users to participate in privacy control, a token-based user access control service that conforms to the UMA2 standard
was applied to the blockchain dApp. By combining the blockchain and UMA2, the proposed method provides a
user-centered privacy control function that the existing blockchain could not provide. In addition, we solved the problem of
privacy, security, and availability of entities, which are the disadvantages of UMA2.
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Table 1. Comparison between the proposed method and the existing studies
FairAccess Zyskind's PrivacyGuard Kaaniche's Blockchain
(4) method (6] (5) method (7] UMA
Automated access
X 0 0 0 0
control
Synchronous access
0 X X X 0
control
Fine-grained
. . X X 0 0 0
privacy policy
Storage for private IoT DHT Cloud User DHT
information
Stolrage fogengey User Blockchain Smart Contract Smart DHT
policy Contract
Type of Blockchain Public Public Public Permissioned Permissioned
Use of smart
X X 0 0 0
contract
Implementation 0 X X X 0
Characteristic ORBAC DHT TEE HIBE UMA2

* DHT: Distributed Hash Table

* ORBAC: ORganisation-Based Access Control,
* TEE: Trusted Execution Environment,

* HIBE: Hierarchical Identity Based Encryption
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